Maritime security on the home front
Navigating the maritime security concerns a little closer to home
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GDPR is coming up fast –
are you ready?

Public Sector Security

A fine of up to four per cent of your global annual
turnover or 20 million Euros... whichever is the greater.
General Data Protection Regulation
(GDPR) or Regulation (EU) 2016/679,
to give it its official reference, comes into
force on 25th May 2018 and, to a greater
or lesser degree, will almost certainly
affect every business in the country.
The underpinning philosophy of
GDPR is to facilitate the free movement
of data within a framework that upholds,
respects, and assures privacy and the
proper and appropriate use of data.
Even post-Brexit the GDPR will apply
to any organisation holding data on
European citizens, so the requirements
may well be the same irrespective of
the UK’s relationship with the EU.
“The regulations at over 200 pages long
are substantial and their content is
ambiguous,” according to the legal form
Bird and Bird LLP.
The Information Commissioners
Office (ICO) writes that, “many of the
GDPR’s main concepts and principles
are much the same as those in the
current Data Protection Act (DPA), so
if you are complying properly with the

“It is essential to start
planning your approach to
GDPR compliance as early
as you can.”

- Information Commissioners Office

current law then most of your approach
to compliance will remain valid under
the GDPR and can be the starting point
to build from. However, there are new
elements and significant enhancements,
so you will have to do some things for the
first time and some things differently.”
The ICO emphasizes that “it is essential
to start planning your approach to GDPR
compliance as early as you can and to
gain ‘buy in’ from key people in your
organisation. You may need, for example,
to put new procedures in place to deal
with the GDPR’s new transparency and
individuals’ rights provisions. In a large
or complex business this could have
significant budgetary, IT, personnel,
governance and communications
implications.”
Accountability, compliance, visibility
and the ability to demonstrate this is at
the heart of the GDPR regulations. There
are lots of guidelines being produced
and many different legal companies are
circling with guides aimed at providing
the help needed to ensure compliance.
However, the ICO have produced a
comprehensive 12 step guide that is
readily available on their website and is
the ideal place to start preparations.
Security responsibilities grow under
GDPR. The broad requirement, in

current data
protection
legislation for “appropriate technical
and organisational measures” remains.
However, the GDPR fleshes out the
requirement with additional factors to
take into account. These include the
ability to ensure ongoing confidentiality,
integrity, availability and resilience
of systems and processing (including
pseudonymisation and encryption), the
ability to restore availability and access
in a timely manner, and processes for
testing the effectiveness of security.
The GDPR expressly provides for the
use of approved codes of conduct or
approved certification mechanisms as
means to demonstrate compliance. Both
the data controller and data processor are
responsible for implementing appropriate
security.
Data breach notification is one of
the most profound changes introduced
by the GDPR. There are two strands:
notification to regulators “without undue
delay” but with an exacting 72 hour
target, and communication to affected
data subjects.
Organisations potentially have a huge
amount to do to be ready to be able to
detect and report breaches to supervisory
authorities within the extremely tight

deadline. The threshold for breach
notification is very low and is defined as,
“likely to result in a risk for the rights and
freedoms of individuals.” This will require
review of current technologies (firewalls,
network monitoring and threat detection,
logs), incident response procedures, crisis
management procedures and policies.
The danger is with such a low
threshold that breach responses will be
mishandled in the rush to get reports to
the authorities. However, it is hoped that
over the next couple of years guidance
will be issued to help organisations and
regulators standardise and streamline
notification procedures so that time and
resource can be freed up to deal with the
most serious incidents quickly.
As the GDPR changes gear on data
compliance, companies can only hope
that regulators will adopt pragmatic
guidance and take a risk-based approach
when it comes to enforcement. However,
given the scale of fines at stake and the
rise of claims by individuals, businesses
cannot afford to take a chance. The long
road to GDPR compliance starts now.
For further discussion on GDPR and
other cyber issues turn to our Cyber
Security section, page 20 -21.

The Internet of Things: a
growing attack surface

Security News Desk finds
out why Body Worn Video
camera solutions are
increasingly in the frame
for police officers across
the globe.
• Read more – page 8 - 9

Industry Interview

Tim Compston speaks to
P.W. Singer, the author
of ‘Cybersecurity and
Cyberwar’, who shares his
thoughts on how states
are increasingly turning to
the cyber domain for their
future military planning.
• Read more – page 11
Market Report: Thermal

Paul Peachey looks at the growing attack surface coming
about through Smart Homes and IOT.
For a home camera security system that
boasted of its high-levels of protection, it
proved remarkably easy to infiltrate. All
it needed was a flick of the switch on the
back of the outdoor camera and minor
technological expertise for it to reveal the
password to the home internet network.
“We just had to press a button on the
outside - ludicrous,” said Ken Munro of
Pen Test Partners which uncovered the
breach. “It was a three-second job. And
they said they have bank level security.”
The breach in the system meant that
the researchers – alerted by a concerned
customer – could potentially tap into
24-hour streaming from the cameras,
according to findings of its testing that
have yet to be released.
The researchers have alerted the

company to the failure, but it appears that
no fix has so far been made.
“Not the kind of security product I’d
want in my home… doesn’t fill me with
any confidence that security has been
baked into this product’s development,”
Pen Test Partners concluded.
To read further, turn to page 16.

www.SecurityNewsDesk.com

Evolution to revolution
Many of today’s mission-critical security
solutions are a far cry from what was
fielded even ten years ago thanks to
unprecedented, fast-paced, advances in
technology and the lessons learnt from
the battle against criminals seeking to
exploit vulnerabilities in physical and
cyber defences.
We find out how security solutions
have been geared up over the years to

meet these ever evolving challenges
- taking a look at vehicle mitigation,
CCTV, drones, access control, aerostats
and the ‘rise of the robots.’ We also
speak with Martin Gren, Co-Founder
and Director of New Projects at Axis
Communications, on bringing network
video to market.
Turn to pages 12 -13 to read the doublepage feature.

Wherever you look,
demand for thermal
security camera technology
is certainly on the rise. In
the latest market report,
Security News Desk takes
the temperature of this ever
growing market.
• Read more – page 24 - 25
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ONVIF members compare single vendor
solutions with integrated solutions
Representatives from five ONVIF member companies compare comprehensive, single vendor solutions with multi-vendor
‘best of breed’ solutions that use ONVIF to facilitate interoperability.
With the increased interest we’ve seen
recently from both systems integrators
and end users in deploying all-in-one
solutions from a single vendor, do you
believe that negatively impacts all of the
work that has gone into creating and
complying with industry standards as a
manufacturer?

Main Conference: 7th-8th December 2016
Regulatory & Legal Framework Pre-Conference
Focus Day: 6th December 2016
London, UK

Developing solutions to
counter the threat of drones
Join the inaugural Countering
Drones conference to:
• Effectively identify measure and prepare for
drone threats by receiving exclusive security
briefings from leading international experts
• Ensure your organisation’s assets are
safeguarded for the future by gaining insights
into counter-drone regulations, technology and
best practice from industry, government and
legal bodies.
• Make an informed assessment of the different
types of counter-drone technologies and identify
which technology approach is best for your
unique circumstances
• Participate in high-level discussions with
policymakers, insurers and legal practitioners
giving you the opportunity to learn best practice
strategies from the best in the world and allowing
you to develop plans that you can take back and
implement at your own organisation.

Sponsors include

www.counteringdrones.com

Tim Shen, Dahua Technology:
“Yes, many
customers are
asking for allin-one solutions
because they can
reduce the costs
of purchasing
multiple devices
and/or services and can also reduce the
cost and time spent buying from different
suppliers. That’s why these solutions are
so popular. But even all-in-one solutions
need the support of standardised
protocols, which is in part why ONVIF’s
profiles have been created to be simple,
but also flexible.
A guiding rule of thumb is that
simplicity means 80 per cent of the
features are easy to use and stable,
flexibility means 20 per cent of the
profile’s features are innovative and
should anticipate the needs of both
manufacturers and end users in the near
future.”
Ottavio
Campana,
Videotec:
I don’t think so.
In the markets in
which Videotec is
most active, it is

almost impossible to have an all-in-one
solution from a single vendor. Special
environments require special devices and
dedicated software, and interoperability
is essential in this scenario. But also in
small systems standards can provide
vital help to customers. Here’s how:
buying a complete solution from a single
vendor is not a problem by itself, but
end users should try to have a system
based on standards, in order not to be
bound to a single manufacturer. A single
manufacturer exposes the user to two
main threats: the cost of proprietary
hardware in the future, which can be
much higher than the price of standardcompliant hardware, and, even more
dangerous, the risk that the manufacturer
may not stay on the market forever,
which can limit the end user’s ability to
extend their systems in the future, even
if they accept the risk of paying more for
the equipment. l narrow the customers’
right to choose what satisfies their needs
using a wide range of products made by
different manufacturers.
Stuart Meyers, Managing Director
at Meyertech:
No, definitely not.
Our experience
has shown that
end users are
more tech savvy
and don’t want
to be locked
into proprietary
solutions.
We have
also seen an explosion in consultants
requiring ONVIF conformance within
the bid process.

Lucas Lee, Director of Global
Marketing for Hanwha Techwin:
Some businesses and end users do
prefer an integrated
solution developed
by a single vendor.
But I think this will
change over time as
manufacturers work
to improve their own
features and launch
more diverse products. A lack of effort
to establish standards ultimately will
narrow the customers’ right to choose
what satisfies their needs using a wide
range of products made by different
manufacturers.
Bob Dolan, Anixter:
Although some
customers have
chosen single
manufacturer
solutions, they
are still looking
for the assurance
that their systems
meet minimum
performance
levels. In addition,
industry standards are critical for
customers that become dissatisfied
with the performance of a particular
component in their solution.
By embracing manufacturers that
adhere to industry standards, they
can change direction to a different
manufacturer without impact to
their overall application. That level of
confidence in their decision is more of
a safety net and allows them to be in
control of their solution.

Coltraco and Middle East Fuji
announce Maritime Partnership
Middle East Fuji will be Coltraco Ultrasonics’ Middle East Marine Partner – the two
co-exhibiting at Seatrade Middle East Maritime #H1 31 Oct – 2 Nov 2016.
Coltraco Ultrasonics have announced
that Middle East Fuji will be their
Marine Partner in the Middle East for
Portascanner™ Watertight, Portamarine™,
Portalevel™ MAX Marine, Portamonitor™
& Permascanner™ Watertight Dynamic.
Coltraco, an ultrasonic safety and survey
equipment manufacturer, are ‘delighted’
to be sharing Fuji’s stand at Seatrade
Middle East Maritime this Autumn at
Stand H1, looking forward to a fruitful
week strengthening their partnerships
and meeting customers new and old.
Captain Peter Machado, COO of
Middle East Fuji, is an industry veteran,
Master Mariner and also one of the first
Fleet users of Coltraco’s Portascanner™
Watertight when he was with Kuwait
Livestock and Trading. Commenting
on the technology, Captain Peter says:
“Coltraco’s Portascanner™ is the product
that I am happy to endorse having
used the product for many years in
the challenging environment of large
livestock carriers. Older ship conversions
tended to be multipurpose ‘tween deckers
and reefer ships and in one unique case, a
passenger ship.
Watertight integrity was and remains
critical as the most recent conversions
have been car carriers, container ships
and tankers. Portascanner™ is portable,
easy to carry and use, and more
importantly, very efficient. It is a rugged
piece of equipment that actually does
the job. Aspects that nudged me towards
Portascanner™ include purchase price
at good value, good warranty terms, the

“Captain Peter
epitomises all we look
for at Coltraco in a
Marine Partner.”

- George Hunter, Director of
Sales, Coltraco

availability of spares and service stations
at major hub ports”.
George Hunter, Director of Sales
for Coltraco Ultrasonics, concluded:
“Captain Peter epitomises all we look
for at Coltraco in a Marine Partner.
A man of great kindness, honour and
integrity. It is our great pleasure to work

with this exceptional man and this fine
global marine company, particularly
now that we have our IMPA part
numbers for which we are most grateful
to the International Marine Purchasing
Association”.
Coltraco CEO, Carl Hunter, says,
“Peter is a remarkable man, humble,
modest and highly capable. As George
rightly says, it is our great honour to
work with Captain Machado and his fine
team, including Ms Melanie and Mr Jibu
at Middle East Fuji”.
Coltraco will be exhibiting alongside
Fuji on Stand H1 at Seatrade Middle
East Maritime, 31st October 2016 – 2nd
November 2016.

